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GENERAL INFORMATION

Google Pay™ is a simple and fast way to make purchases in stores and online. With Google Pay™,
you can accept payments using VISA and MasterCard cards.

Paying with Google Pay™ is secure, and your banking card information is safely protected. All
payment information is encrypted and stored on secure servers. The card number is not transmitted,
but instead, a virtual account number is used. In case of a lost phone, it can be easily remotely blocked,
and the data can be erased.

TERMS AND DEFINITIONS

Term

Description

MPS (International
Payment Systems)

International payment systems such as VISA and/or Mastercard.

Issuing Bank

A bank that is a member of the MPS (Visa and/or MasterCard) and issues payment
cards to customers. It ensures the debiting of funds from the customer's card for
payment transactions with merchants.

Acquiring Bank

A bank that is a member of the MPS (Visa and/or MasterCard) and establishes
contractual relationships to provide services to merchants for accepting payment
cards from MPS (Visa/MasterCard) for the payment of goods/services.

Customer/Cardhold
er

An individual or legal entity that makes payments for goods/services using payment
cards from MPS on the merchant's website.

Merchant

An organization that has an agreement with an Acquiring Bank to accept payment
for goods/services through payment cards online. It provides the
customer/cardholder with an interface for online payment services by entering card
information, acting as a client of the Payment Gateway with which it has a service
agreement.

Payment Gateway

The combination of software and hardware that performs: 1) registration and
processing of merchant requests for transaction processing, 2) conducting
transactions, 3) transmission of transaction results.

PSP Payment Service Provider. A Payment Service Provider is a company or entity that
offers payment processing services to merchants, enabling them to accept and
process payments from customers.

Order The payment transaction made by the customer/cardholder using payment cards

from MPS for a specified number of selected goods and services on the merchant's
website.
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1. Familiarization with Google Pay™ documentation

Before configuring the Google Pay™ API, please acquaint yourself with the documentation.

To familiarize yourself with the documentation of the Google Pay™ service before setting up the
Google Pay™ API, please review the following resources:

Developer Documentation for Websites: This documentation provides rules and conditions

for using the Google Pay™ APl on websites. It includes guidelines for integration, user

experience, and brand usage. Make sure to read and understand the terms and conditions

outlined in this documentation.
Developer Documentation for Mobile Applications: This documentation is specifically tailored

for developers working on mobile applications. It includes rules for using the Google Pay™

API, guidelines for brand usage, user instructions, and an integration checklist. Familiarize

yourself with this documentation to ensure a smooth integration process.
List of Prohibited Goods and Services: Google Pay™ has specific guidelines regarding

prohibited goods and services that cannot be processed through the platform. Refer to this
list to ensure compliance with the policies and to avoid any issues with your integration.

By reviewing these documentation resources, you will have a comprehensive understanding

of the rules, conditions, integration requirements, and prohibited items associated with the Google
Pay™ service. This will enable you to set up the Google Pay™ API correctly and ensure a compliant and
successful integration.

2. Integration with Google Pay™ API for Website/Application

To integrate your website/application with the Google Pay APl and obtain PaymentData, the

following parameters and requirements should be considered:

HTTPS-enabled webpage: To ensure secure data transmission, your website/application
should support the HTTPS protocol. This means that your webpage should be accessible via
the secure HTTPS protocol (e.g., https://www.example.com) instead of the non-secure HTTP
protocol.

Valid TLS certificate: Your webpage should have a valid TLS certificate that confirms your
domain. This certificate ensures the encryption of transmitted data and guarantees that
payment-related information is transmitted securely.

Parameter values:

allowPaymentMethods : CARD

tokenizationSpecification = { "type": "PAYMENT_GATEWAY"}

allowedCardNetworks = ['MASTERCARD', 'VISA'];

allowedCardAuthMethods = ['PAN_ONLY', 'CRYPTOGRAM_3DS'];

gateway = ukrcardpay

gatewayMerchantld — The unique identifier of the online store, which is provided to each
partner when connecting to UKRCARD payment gateway - ukrcardpay.

When integrating with the Google Pay™ API, you will need specific parameter values that

should be properly configured in your website/application. These parameters include the Merchant
ID, private key, public key, and other required values for interacting with the API.
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During development and integration with the Google Pay™ API, follow the developer
documentation for detailed instructions and code examples. Refer to the official Google Pay™ API
documentation for detailed information on requirements, parameter configuration, and integration
setup.

Successful integration with the Google Pay™ API will allow your customers to use Google Pay™
for quick and convenient payments on your website or application, enhancing user satisfaction and
improving the checkout process.

3DS verification is available by default for PAN_ONLY transactions.

If the integration is done correctly, your website/application will display a payment button.
When the button is clicked, a pop-up window or a selection form associated with the Google Pay™
linked account will appear on the device with Google Pay™ enabled.

Example parameter values returned by Google Pay™ are provided in section 2.3 of this
document.

2.1 Payment Operation with Google Pay™

To enable the Merchant to accept payments using Google Pay™, the following steps are
required:
= Sign a contract offer with LLC «UKRCARD» (email: project@ukrcard.ua) to connect to the
internet acquiring service.
= Select the option to integrate with Google Pay™.
= Familiarize yourself with and consistently adhere to the Merchant's Acceptable Use Policy for

Google Pay APlIs.
= Review and sign the Terms of Service defined in the Google Pay API.

= To interact with the Google Pay™ service, use the following parameters:
e gateway: This parameter is set during the integration of LLC «UKRCARD» with Google

Pay™ nd has the value "ukrcardpay."
e gatewayMerchantID: This parameter is set by LLC «UKRCARD» upon Merchant
registration.

To make payments with Google Pay™, follow these steps:

= Register on Google Pay's Business Console at https://pay.google.com/business/console/.

= Accept the Google Pay Terms of Service at
https://payments.developers.google.com/terms/sellertos.

=  QObtain confirmation from LLC «UKRCARD» that the settings to support Google Pay™ for the
specified MerchantID have been completed.

If you are independently integrating the Google Pay API into a mobile application or an
internet store's browser, follow these steps:

= Follow the procedures outlined in the Google Pay Web developer documentation and the

Google Pay Web integration checklist.

= Obtain the Gateway Merchant ID parameter through the Business Console and provide it to

LLC «UKRCARD» for registration in the information systems.

= |f integrating with Google Pay™ and displaying only the logos of accepted payment systems
on the internet store's side, you must add the Google Pay™ logo in accordance with the
Google Pay Web Brand Guidelines.

= Obtain confirmation from LLC «UKRCARD» that the settings to support Google Pay™ for the

specified MerchantID have been completed.
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2.2

Activation of Google Pay™ Payment Method for Merchant and Cardholder registered in the
PAYMENT GATEWAY of TOV "UKRCARD" — ukrcardpay

The activation of the Google Pay™ payment method for the Merchant and Cardholder

registered in the PAYMENT GATEWAY of LLC "UKRCARD" - ukrcardpay can be done as follows:

If the Merchant's online store is already integrated with the PAYMENT GATEWAY
(ukrcardpay), please contact our manager or send a request to the email
hotline@ukrcard.ua.

If the Merchant's online store is not yet integrated with the PAYMENT GATEWAY
(ukrcardpay), please contact our manager or send a request to the email

hotline@ukrcard.ua.

Please note that the specific steps and requirements for activating the Google Pay™ payment

method may vary depending on the integration process with LLC "UKRCARD." It is recommended to
consult with the LLC "UKRCARD" team or refer to their documentation for detailed instructions and
guidance on the activation process.

2.3

Examples of parameters returned by Google Pay™
2.3.1. MASTERCARD:

{
"apiVersionMinor": 0,
"apiVersion": 2,
"paymentMethodData": {
"description": "Mastercard eee
o 4444",
"tokenizationData": {
"type": "PAYMENT GATEWAY",
"token":
"{\"signature\":\"MEUCIQD6WCMFaj4urkBm99hHTta60P+Hbow7JQPjStOCX9VaGwlgTajp1dG
eKfFxaGleuDriPyYiw45g8McRHATOZKf+9Gk\\u003d\",\"intermediateSigningKey\":{\"signed
Key\":\"{\\\"keyValue\\\":\\\"MFkwEwWYHKoZIzj0CAQYIKoZIzjODAQcDQgAEB4wW8f6F6gNgC+d
3VS5mKFVODfmtcjdcbDPmzpRNLGfmf7FUV7/R1CZjjTdFteDAHIOVYPTNVGis+msPPuDnxdQ\\\
\u003d\\\\u003d\\\" \\\"keyExpiration\\\":\\\"1678939090310\\\"\",\"signatures\":[\"MEY
ClQDONSB0OabqOE4A6hKXsdwADNN+J3SNXjgbrswUNIW4u6glhAPTUSZY2bZBDfF/IMhrsoT+4
DiLPG10IEbyNS5Jprp+dV\"]},\"protocolVersion\":\"ECv2\",\"signedMessage\":\"{\\\"encrypte
dMessage\\\":\\\"soxVNmLyHNIr/XbTUz360022f4n0fbAjLl1j+Gbjzpc/J5hOrdcYmUK5MzvAcy
ZS1T+4PIwj7dVAdIQOSe65SmIKjl7G+bSRjztVFR580ZRNNfGCciSq3WITWkdX5ILVIk23JTQiceRph
EpT6UucrtlZaug/IVOEe+TjvLFcpWOILaH1fUvOMwWW/I9x0FOStFRxZLKZg4Gj)WAanGIQK/0QoS
wexjl2DQkTYUgPL4g62bZcmBNwOUjTcOODvtgALWuUWKUtKyxomYBRwZHUVZARLYOZOMrDst
EiFch/SYOSQ/CUBJABfiTY2BC2FVNsTVQwAANFN/vIBNrb6iQNMtRfcl/Tmc+a7xubokaehTlgA
nWbMWf+tg+RNRWXLE914toabe2gzOeAtRn/ghd/QBiMBpK1palRWJe494FEvZ6f4my2ISIMO
Q4P+ijigNSvaeHbSkBeuCyvRdplaYPIB4nwrVpe6FeQUoTEDWHXIB/uMXm8nQpg36Mk71q3bB
Qx9jatAflvyQenByiBbBVUIUOLTfsAL+xVLGIPNqNATf2/P4Pu29+uDBC3YAfnDUAEKc8AOb6rSH
W\ "ephemeralPublicKey\\\":\\\"BCSmfknKHHFnXdnY6QYQFSW5VOTNEWwWsLpW7Mj5FV
JFVDC8RyABYfVaxwLXIhDywlr2sG57dM600PtYAMEPSESc\\\\u003d\\\",\\\"tag\\\":\\\"IYjw
F6r2H1tqB/FriLcOxZuVRA83Z8LZogtRIaG5Xg4\\\\u003d\\\"\"}"
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"type": "CARD",

"info": {

"cardNetwork": "MASTERCARD",
"cardDetails": "4444"

}

}

}

2.3.2. VISA
{
"apiVersionMinor": 0,
"apiVersion": 2,
"paymentMethodData": {
"description": "Visa eeee 1111",
"tokenizationData": {
"type": "PAYMENT GATEWAY",
"token":
"{\"signature\":\"MEYCIQCUDRRMy9+nmgO0x0kQT39vS60/TmxEzCxQWITAZrK42nwIhAPjtEUo
uMuDIsNtDE6Z+TnOPgdEcviwyNm+ciYnNaxq5\",\"intermediateSigningKey\":{\"signedKey\":\
"0\"keyValue\\\":\\\"MFkwEwYHKo0ZIzj0OCAQYIKoZIzjoODAQcDQgAEWQ/NNxkckF4Jg/v9/3Td
pvU7MdUPMSGCeQ1USEhOBASUU/qTjc+46BU09gMtEaTBfgf3Mjfx26bVGhIxKkRO7g\\\\u003
d\\\\u003d\\\",\\\"keyExpiration\\\":\\\"1678905191921\\\"\",\"signatures\":[\"MEUCIDY5
5x0S4Af7UySIQaBfH5ccmdOZhUOMOJjLb1pDMFECAIEArhE2pw6iGD4900Dkaofi6EGOVg8spM
Ndw7BAmMfBsQTQ\\u003d\"]},\"protocolVersion\":\"ECv2\",\"signedMessage\":\"{\\\"encry
ptedMessage\\\":\\\"gljLAgmvkWLcZAUIRy6cPzZEM1QOXKdkwakqWdXKzFUXUtdhqgll6JCI+Ox
QK31vc87iVnO8MLFH1PQawgCaql1zXGa7qc5CAkKZcQ+iBgAW24ulut2DWY4y 7suwATyPgrAIK
2PNt5VoK+RkTsvgyCyKOUdBw2f9BiNOcXv9Gceq/OjNKGFzFSK8YCvu+AWQqDJGr5Ly/kd86B6Bz
89bYUQqZ/XKNJHtMTrPNCriUvB8HtX0KdQi23fDRiGg9aCA2TxRLzgwBsp+X8VresfoD+XEoArlae3
0CZYMPeYM7NvMvmhlIcF+RCOT7z4uYDE8DQp5hnPZI7auhasdUb+Ynek99H4TbrmYELYu7wu
wr90ms8l4x/BhU6ipo7rnCaulpohqdEstQXI6VTDDf4a0g30RXiONScWVXNKcUFMVdsDrpj5Fiwbj
kleCFOMetM1VcUnD2kZM58My+NreyhDarOPY8fSyXk/IQvXmja/R7Kp8+GtB8gtUpZPEQIA1B/I
g7gMXoboA1HLiIMe50581Ua0n6wMzLGMcrQFig+MifwcSod650yfFNt2ZuZBOPrMpoNPZCGzh
007WaPaeyJhEMU\\\\u003d\\\",\\\"ephemeralPublickey\\\":\\\"BDuFpdHmMTsoEDnumRWr
cJWsP883woQhi4CAD4AU8KhtSi8Ak5/M/ghAOEcAjoknil92uMC5WsYy7D86EulobvXog\\\\uoo
3d\W\ \\\'tag\\\":\\\"gc5INmY7ZH3JZG+i9B06HeeOn3tez8261Qp6RODUZze0\\\\u003d\\\"\"}
2
"type": "CARD",
"info": {
"cardNetwork": "VISA",
"cardDetails": "1111"
}
}
}
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2.4 Processing data received from Google Pay in the "token" parameter

Processing data received from Google Pay in the "token" parameter can be done in two
ways:

= Decryption on the side of the Merchant's online store. The data received in the "token"
parameter should be decrypted (using the information on how to generate the public key for
the request to Google, decryption of the payment token, and step-by-step instructions for
verification and decryption of the token, and then sent to the PAYMENT GATEWAY of LLC
"UKRCARD" - ukrcardpay.

=  Decryption on the side of LLC "UKRCARD". The data received in the "token" parameter
should be sent to the PAYMENT GATEWAY of TOV "UKRCARD" - ukrcardpay.

2.5 Checking compliance with the integration checklist for Google Pay
Checking compliance with the integration checklist for Google Pay™ is done by:

= Reviewing the integration checklist and verifying that all steps of the website payment page
integration have been completed.

= Reviewing the integration checklist and verifying that all steps of the Android application
integration have been completed.

2.6 Access to the production version from Google specialists
Access to the production version from Google specialists can be obtained by requesting:

= Access to the production version for the website payment page.
= Access to the production version for the Android application.

CONDUCTING PAYMENTS USING GOOGLE PAY THROUGH INTEGRATION WITH UKRCARDPAY PSP. LLC "UKRCARD" 2023.
SUPPORT SERVICE: hotline@ukrcard.ua.
9


https://developers.google.com/pay/api/web/guides/tutorial?authuser=0
https://developers.google.com/pay/api/web/guides/tutorial?authuser=0
https://developers.google.com/pay/api/web/guides/test-and-deploy/integration-checklist
https://developers.google.com/pay/api/web/guides/test-and-deploy/integration-checklist
https://developers.google.com/pay/api/web/guides/test-and-deploy/integration-checklist#request-production-access
https://developers.google.com/pay/api/android/guides/test-and-deploy/integration-checklist#requesting-production-access

